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The article provides a comprehensive study of the formation and implementation of competitive advantages of Ukraine's IT sector in
conditions of full-scale war. The dynamics and structure of IT services exports are analyzed, revealing a steady trend toward growth in their share
of total services exports and identifying Ukraine's key trading partners, in particular the United States and European Union countries. It is argued
that the decisive competitive advantage of the IT sector in conditions of military instability is the availability of highly qualified human capital in
sufficient quantities at a relatively lower level of remuneration compared to the leading countries of the world and the EU. The unique ability of
the Ukrainian IT business to accelerate capitalization, high adaptability, and operational stability despite the constant impact of the destructive
consequences of military aggression on the national economy has been identified. The role of enterprises in the industry in complying with
international regulatory compliance standards in the field of information security has been outlined, and practical experience in implementing
relevant technological and organizational solutions has been summarized.
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STATEMENT OF THE PROBLEM IN GENERAL
AND ITS RELATIONSHIP WITH IMPORTANT SCIENTIFIC OR PRACTICAL TASKS

The accelerated transformation of the global digital market, combined with the multidimensional
challenges of martial law, highlights the decisive role of the IT sector in the structure of Ukraine's national
economy. In the context of full-scale war, this industry is one of the key factors in the country's economic
stability and international competitiveness, ensuring stable foreign exchange earnings, high operational
flexibility, and the ability to adapt quickly in uncertain conditions.

The functioning of Ukraine's IT sector is based on deep integration into global digital value chains,
with the US market dominating as the leading trading partner, as well as on the formation of a stable
positive business reputation, due to the provision of highly qualified outsourcing services and compliance
with international standards of information security systems. The combination of significant human capital
with a developed and crisis-resistant startup ecosystem creates unique competitive advantages for the
industry. Taken together, this gives reason to consider Ukraine's IT sector as a strategic driver of innovative
economic recovery, capable of transforming global and military challenges into new opportunities for long-
term sustainable development.

ANALYSIS OF LATEST RESEARCH AND PUBLICATIONS

The issue of the development and competitiveness of Ukraine's IT industry, especially in the
context of martial law, is the focus of attention for many scientists. Researchers view this sector as a
strategically important element of economic recovery, accounting for a significant share of GDP and service
exports. The specifics of the functioning of IT companies in wartime, in particular the problems of financial
stability, have been studied in the works of B. V. Lugovets [1]. The issue of human capital development as
a key resource of the industry, the analysis of migration processes and changes in the geographical
concentration of specialists in wartime are covered in the study by O. V. Vilkhovska [2]., N. V. Kovalenko
and O. A. Yurchenko conduct a thorough analysis of the competence of domestic IT companies and
systematize the external factors that determine their competitiveness in a dynamic environment. The
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authors emphasize the critical importance of implementing flexible management models that allow
companies to adapt their potential to the challenges of martial law and maintain a stable position in the
market [3]. The study by S. Urba and I. Repeta provides an in-depth analysis of the competitiveness of
Ukrainian IT outsourcing in the context of global economic transformations. The authors provide a detailed
justification for a set of strategic measures aimed at strengthening the international positions of domestic
developers and increasing Ukraine's attractiveness as a partner on the world stage[4].

HIGHLIGHTING THE PREVIOUSLY UNSOLVED PARTS OF THE GENERAL PROBLEM TO
WHICH THE SPECIFIC ARTICLE IS DEDICATED
At the same time, despite the existence of solid achievements, rapid changes in the security
situation and the constant transformation of the global digital market require further study of the
mechanisms for adapting the Ukrainian IT business and ensuring its competitive advantages, particularly
in the context of improving the compliance of information security systems and retaining human resources.

FORMULATION OF ARTICLE OBJECTIVES
The purpose of this article is to conduct a thorough study of the peculiarities of forming
competitive advantages for Ukraine's IT sector in the context of military aggression.

PRESENTATION OF THE MAIN RESEARCH MATERIAL WITH FULL JUSTIFICATION OF THE
OBTAINED SCIENTIFIC RESULTS

In recent years, Ukraine's IT sector has demonstrated steady growth, becoming one of the leading
drivers of the national economy and shaping the country's image in the international arena. The sector's
share in Ukraine's GDP reached 4.4%, providing the economy with foreign currency revenues of $6.45
billion (Fig. 1). Despite the martial law in the country, IT services exports have shown systematic growth,
confirming the sector's ability to act as a key factor in the development of export potential, stable currency
flow, and a catalyst for economic recovery and further sustainable development in Ukraine.
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Fig. 1. Dynamics of IT services exports in Ukraine in 2016-2024, billion dollars
Source: compiled by the authors based on data from [5]

At the same time, computer services accounted for 43% of the country's total service exports in
2025, which is 5% more than in 2024 (Fig. 2).
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Fig. 2. Structure of service exports in Ukraine in 2025
Source: compiled by the authors based on data from [6]

In 2024, the US remains a key trading partner for the Ukrainian IT sector, accounting for 37.2% of
total service exports. The United Kingdom (8.8%) and Malta (7.8%) will rank second and third in terms of
export volume, with Cyprus, Israel, Germany, and Switzerland also accounting for significant shares.
Overall, the dynamics of demand from foreign markets indicate the strong integration of the Ukrainian IT
industry into global technical value chains (Fig. 3).
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Fig. 3 Geographical structure of IT services exports in Ukraine in 2024
Source: compiled by the authors based on data from [6]

Ukraine's stable and decisive competitive advantage remains its highly skilled human capital,
which ensures the country's leadership in Europe in terms of the number of graduates with technical
degrees. In 2025, the IT industry had over 300,000 specialists, of whom 238,000 were employed within the
country and 62,000 worked abroad (Fig. 4).

Ukrainian specialists have extensive experience in international projects and possess the necessary
relevant skills in line with the dynamics of the global market. The most priority areas are artificial
intelligence, machine learning, cybersecurity, and cloud technologies. An additional advantage of our
specialists is their high level of English proficiency (85% of technical specialists confirm a level of
intermediate or higher) [8].

The Eastern European market for technology services has a high concentration of professional
capital in Poland and Ukraine. Poland remains the leader with the largest IT talent pool (over 500,000
people). Despite geopolitical challenges and the state of war, Ukraine remains a leading outsourcing hub
with a potential of 300,000 specialists. Romania, the Czech Republic, and Hungary also show steady market
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growth of 10-15% annually among regional leaders. At the same time, the Baltic countries, Moldova, and
Slovakia are actively strengthening their positions and creating a favorable institutional environment for
attracting foreign capital (Fig. 5.) [9].
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Fig. 4. Dynamics of the number of IT specialists in Ukraine in 2016-2025
Source: compiled by the authors based on data from [7]
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Fig. 5 . Number of IT specialists in European countries in 2024, specialists
Source: compiled by the authors based on data from [9]

In addition to the high quality of services, the Ukrainian IT sector continues to be attractive to
foreign investment due to its significantly lower labor costs. Labor costs in Ukraine are only 40-60% of the
level typical for Western Europe and the US. The rates of Ukrainian specialists range from $35 to $55 per
hour, while foreign specialists perform similar work for $100 to $150 per hour. Despite the fact that the IT
sector provides some of the highest salaries within the national economy, in international comparison, the
average monthly remuneration of Ukrainian IT specialists remains one of the lowest among developed
countries (Fig. 6), which creates an additional competitive effect for the export of IT services.

Today, the Ukrainian IT sector has 2,118 verified companies, demonstrating high structural
diversification and flexibility of business models. Approximately half of them belong to the service segment
(47% outsourcing, 3% outstaffing), 31% are product companies, and 19% operate under a mixed model [11].
Such structural diversity allows the industry to respond quickly to global challenges and demands of
international markets. Ukrainian IT companies cover a wide range of activities, including software
development, cybersecurity, R&D, IT consulting, e-commerce, blockchain technologies, machine learning,
artificial intelligence, logistics platforms, and marketplaces (Table 1). This multi-segment presence creates
a synergistic effect, increasing Ukraine's competitiveness in the global digital market.
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Fig. 6. Average salary in the IT sector worldwide, thousands of dollars
Source: compiled by the authors based on data from [10]
Table 1
Ranking of the largest IT companies in Ukraine in 2025
Rank Company Scope of activity Cities where the company has Specialists Technical
offices in Ukraine specialists
1 EPAM Ukraine Outsourcing and Kyiv, Kharkiv, Lviv, Dnipro, Odesa, 9350 8630
consulting in software | Vinnytsia, Zhytomyr, Ivano-
development Frankivsk, Uzhhorod,
Khmelnytskyi, Cherkasy, Chernivtsi.
2 SoftServe Software development | Kyiv, Kharkiv, Lviv, Dnipro, Odesa, 7242 5618
and digital business Vinnytsia, Ivano-Frankivsk, Lutsk,
solutions Poltava, Rivne, Ternopil, Uzhhorod,
Khmelnytskyi, Chernivtsi
3 GlobalLogic Software engineering Kyiv, Kharkiv, Lviv, Mykolaiv 5465 5134
Ukraine and product
development for
clients
4 Ajax Systems Development and Kyiv, Kharkiv, Lviv, Vinnytsia 3913 1167
production of security
systems
5 Genesis Creating your own Kyiv, Lviv 3156 1317
digital products and
startups
6 DXC Luxoft IT consulting and Kyiv, Dnipro, Odesa 3000 2228
corporate software
development
7 Evoplay Online game Kyiv 2476 1740
development
8 ZONE3000 IT services and Kharkiv Lviv, Dnipro 2252 1866
software development
9 DataArt Custom software Kyiv, Kharkiv, Lviv, Dnipro, Odesa, 2139 1836
development and IT Vinnytsia, Ivano-Frankivsk,
consulting Kremenchuk, Poltava
10 Intellias Software development | Kyiv, Lviv, Ivano-Frankivsk, 2109 1665
and digital business Uzhhorod
transformation
Total 79109 60307

Source: compiled by the authors based on data from [12]

The Ukrainian IT market is concentrated around several leading outsourcing companies, including
EPAM Ukraine, SoftServe, and GlobalLogic Ukraine, confirming the key role of outsourcing in shaping the
industry's export potential. The geographical concentration of activity is also high: more than 52% of all
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registered IT companies operate in Kyiv, which also leads in terms of total net income (67%). Significant
regional clusters include Lviv (10.4%), Kharkiv (8.1%), Dnipro (4.2%), Vinnytsia (3.4%), and Odesa (1.7%).
Despite devaluation risks and military aggression, the IT market is showing accelerated growth compared
to other sectors of the economy, continuing to attract foreign investment, create new jobs, and act as one of
the most promising and innovation-active sectors of the national economy.

In an era of rapid digitalization, competitive information technologies are becoming critical to the
effective functioning of the economy. Companies are forced to quickly adapt to growing market demands
and quality standards by integrating advanced technologies into their work processes. For example, the
use of artificial intelligence to optimize logistics, customer services, and consumer preference analysis gives
companies significant competitive advantages through big data processing. At the same time, large
corporations focused on stability and risk minimization often demonstrate inertia in implementing
breakthrough innovations, limited flexibility, and high costs of transformation projects. In contrast,
startups, thanks to their risk-taking, agility, and creative approach, contribute to technological progress,
generate new ideas, and respond to non-standard market challenges [13].

Full-scale war has exacerbated conditions of uncertainty, forcing Ukrainian IT companies and
startups to develop extraordinary flexibility, speed of adaptation, and innovative uniqueness. Unlike
Western corporations, which prioritize stability, Ukrainian IT culture functions effectively in a dynamic
and unpredictable environment, which increases its global competitiveness.

A striking confirmation of this is the highly skilled outsourcing provided by Ukrainian IT service
companies. More than 100 subsidiary R&D centers are engaged in development and research for
international corporations in the fields of software, telecommunications, the gaming industry, and e-
commerce. Evidence of confidence in Ukrainian talent includes cooperation with Microsoft, Samsung
Electronics, Apple, Wargaming, Boeing, Skype, eBay, Siemens, and IBM [9].

A comparison with the Polish IT sector demonstrates the phenomenal success of Ukrainian
startups. While the ecosystems of both countries developed almost synchronously until 2018, in 2019-2021,
the total capitalization of Ukrainian startups grew to over €200 billion, compared to €60 billion in Poland,
thanks in particular to such '"unicorns" as Grammarly and GitLab (Fig. 7). Despite the negative
consequences of the full-scale invasion, Ukraine's technology sector has maintained its capitalization at a
level significantly higher than in 2020, consolidating its position as one of the leading centers of innovation
in Central and Eastern Europe.
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Fig. 7. Estimated value of start-up companies in the IT sector in Ukraine and Poland in 2010-2026
Source: [14, 15]

The innovative activity of Ukrainian IT companies and startups is not limited to software
development and the promotion of new technologies —it also forms the basis for the implementation of
modern corporate management and control standards.

The transformation of the modern business environment under the influence of globalization and
digitalization makes the implementation of compliance systems in the IT sector a pressing issue. This
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ensures the institutional compliance of corporate structures with the global legal order, covering not only
the legal sector, but also the ethical and regulatory sectors, which are important aspects of the functioning
of organizations. The active use of information technologies and the implementation of cross-border
operations require compliance with international regulatory compliance in the field of information
security, in particular such requirements as GDRP, ISO/IEC 27001, PCI DSS, etc. (Table 2). Ukrainian IT
companies pay considerable attention to the development of technologies that contribute to improving the
security of compliance systems and ensuring compliance with international regulatory requirements.

Table 2
International requirements and standards in the field of information security
Name Full name Scope of regulation
GDPR General Data Protection Regulation Confidentiality and protection of personal data of individuals
residing in the European Union. Applies to any company that
processes data of EU residents.
PCIDSS Payment Card Industry Data Security Security of payment transaction data. Mandatory for all
Standard organizations that process credit card data.
ISO/IES 27001 International security standard The most widely used international information security
(ISO/1IEC 27001) standard, which regulates data security, cyber protection, and
incident management.
NIST Cybersecurity | NIST Cybersecurity Framework (USA) | A model for assessing cyber risks and implementing controls
Framework to protect IT infrastructure.
SOC2 Report on controls in a service Audit standard for service providers (cloud, SaaS) confirming
organization (System and Organization | an adequate level of security, availability, confidentiality, and
Controls 2) privacy of data
EU AT ACT Report on management in a service The first comprehensive law on Artificial Intelligence,
organization (System and Organization | introducing risk-based classification of Al systems,
Controls 2) requirements for security, transparency, and governance
HIPAA Health Insurance Portability and A US law that sets standards for the protection of medical
Accountability Act records and patients' personal medical data.

Source: compiled by the authors based on data from [16]

In the Ukrainian context, compliance in the field of information security is mandatory, in particular
for critical infrastructure facilities and companies working with sensitive or large amounts of data. Failure
to comply with the requirements of the Law of Ukraine "On the Protection of Personal Data" and other
regulatory norms can lead to significant financial costs, lawsuits, and reputational damage [17].

The role of Ukrainian IT companies in the field of compliance is to create a technological foundation
for compliance with international regulatory requirements for information security. By providing services
for the development of software solutions and the digitization of control functions, they contribute to the
improvement of the integration of security components into internal business processes with the
international legal field in the field of information protection.

In particular, EPAM Ukraine, SoftServe, GlobalLogic Ukraine, DataArt, and Intellias specialize in
developing secure corporate information systems that comply with ISO/IEC 27001, GDPR, SOC 2, and PCI
DSS standards. As part of these projects, EPAM Ukraine, SoftServe, and GlobalLogic Ukraine are
implementing platforms for cyber risk management, automation of RegTech solutions (risk assessment for
large custodian banks), and development of comprehensive Al Governance structures that help companies
integrate Al in compliance with ethical standards and data protection requirements [18,19,20]. DataArt
creates information systems that meet the requirements of the international HIPAA standard for medical
data management, while Intellias specializes in developing data management systems for European
telecom operators for secure business process outsourcing [21,22].

Ajax System, which combines software and hardware solutions for physical security, plays a
particularly important role in ensuring compliance security. The use of its technological solutions for the
protection of critical infrastructure facilities and access control systems allows organizations to comply
with strict regulatory requirements, minimizing the risks of unauthorized interference and ensuring the
stability of critical systems [23].

Today, failure to comply with information security regulations leads to penalties and sanctions
(Table 3), reputational damage, and lawsuits. To avoid lawsuits, companies must report serious attacks in
their annual reports, develop data protection strategies, and report security breaches to the competent
authorities. In the event of a cyberattack, companies must respond quickly to breaches of their security
systems to protect their customers' personal data and try to quickly resolve all issues related to the breach.
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Table 3
Penalties and sanctions for non-compliance with international requirements and standards in the field
of information security

Regulation Jurisdiction Amount of fine
GDPR EU Up to 4% of annual revenue or €20 million (whichever is greater)
HIPAA United States Up to $1.5 million per year
Personal Data Protection Act Ukraine 0.5% - 1% of total annual turnover
PCI DSS USA From 5,000 to 100,000 per month

Source: compiled by the authors based on data from [24]

To protect their systems, IT companies must implement a number of new preventive measures,
namely: use of multi-factor authentication and granting access to data only when necessary, encryption of
data during transmission and storage, implementation of centralized log collection and control of their
integrity, regular vulnerability assessments and penetration testing, creation and updating of security
incident response plans, training employees to recognize phishing and social engineering, organizing
automatic real-time compliance monitoring, establishing clear procedures for working with suppliers and
third parties [25,26].

RESEARCH CONCLUSIONS

In the context of military challenges, effective management of competitive advantages has become
critical for the survival and further development of Ukrainian IT companies. The Ukrainian IT sector has
shown extraordinary resilience, adaptability, and flexibility, forcing company management to make new
strategic decisions and undergo constant transformations. The main factors ensuring competitiveness in
the international arena are: retaining highly qualified human capital, strengthening investment flows and
the capacity for innovation, despite the uncertainty that Ukrainian companies faced at the beginning of the
full-scale invasion. The future development strategy for Ukraine's IT sector should focus on integration
into global technology chains, increasing innovation potential, and developing new markets and customer
bases.

Compliance in the field of information security is an integral part of the modern IT enterprise
management system, especially in the context of global digitalization of business processes and growing
regulatory requirements in the areas of data protection, financial transparency, and information security.
The role of technology in the functioning of compliance systems is evident in the continuous monitoring of
the operating environment and the strengthening of organizations' cyber resilience. Ukrainian IT
companies make a significant contribution to this process, realizing their potential through the
development of specialized software and the implementation of cyber protection protocols that minimize
strategic and regulatory risks. Compliance in the field of information security should be viewed not only
as a tool for formal compliance with national and international norms and rules, but also as a strategic
management element that contributes to the sustainable development of Ukrainian companies, increases
their competitiveness in the global market, and facilitates their integration into the global economic space.
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KOHKYPEHTHI ITEPEBATM IT-CEKTOPY YKPATHI B YMOBAX BIVIHU

TYHILIBKA IOsisz, OCUTIOBA Codist, KOBAJIBYYK Annpin
Hep>XaBHWVI TOProBeIbHO-eKOHOMIUHWUIA YHiBepCUTEeT

Y cmammi 30iiicneno noeaubaenuil anaais ocobaubocmeii gpopmybanns, sbepexcerns ma pearizayii konkypenmuux nepebae IT-cexmopy
Vxpainu 6 ymoBax nobromacuwimabroi Giitnu ma mpubasoi coyiarvHo-exoHomiuHoi Hecmabisvnocmi. Obrpynmobano, wjo 1T-2aryse saiumacmoca
00HUM 13 HAUDIALWL CitiKuX i cmpameeiuto Baxaubux cexmopib HayioHalbHOT ekoHOMIKU, AKUL, nonpu 60enHi pusuxu, 3abesnedye cmadisvHi
Bastomui HAOX00xeHHs, 30epexcenHs 3atHAmocmi, Gucokuil pibenv iHmeepayii y e100a1vHi Yugpobi sanyroeu cmbopenna Bapmocmi ma
NIOMpPUMKY MiXHAPOOHOI KOHKYpeHmocnpoMoxHocmi Ykpainit.

IpoananizoBaro dunamixy ma cmpykmypy excnopmy IT-nocaye, wo 0ar0 3moey Buabumu cmitiky meHoeHyito 00 3pocmanus ix
HACKU Y 302a4bHOMY 00CA3I excnopmy nocaye ma BusHauumu kaouobi punku 30ymy, sokpema Cnoayueni IImamu Amepuku ma xpainu
Ebponeiicvkoeo Cot3y. [obedero, wjo Busnauasvron koukypenmuoto nepebaeoto IT-cexmopy 6 ymoBax Boenmoi necmabissrocmi € Haabricmo
BucoxokBarichixobanoeo 4100cvkoe0 kanimary, AKUL XApaAKMepU3yeMvcs SHAUHUM PiBHeM MexXHIUHUX KoMnemenyill, 6ucokoio adanmubHicniio,
docBidom pobomu 6 MixHAPOOHUX NPOEKMAX ma 00CAMHIM pibHem B0A00IHHA iHOSEMHUMU MOBAMU, NOEOHAHUMU 3 BIOHOCHO HUMUUM pibHeM
onaamu npayi nopibHAHO 3 npoBionumu c6imobumu ma eBponeticokUMU eKOHOMIKAMU.

Busbaeno yuikarsny 30ammicms ykpaincskoeo IT-0isHecy 0o npuckopeoi kanimarizayii, onepayiinoi cmiikocmi ma wBuoxoi
mpancgpopmayii  0isnec-modeqett 6 ymoBax nocmiinozo 6nauby Odecmpykmubnux Hacaioki6  Giiicekoboi  aepecii, 30016 aoeicmuxi,
iHghpacmpykmypHux odMexeHs i MakpoexoHoMiuHoi HebusHauenocmi. Ocobauby ybaey npuditeno posi cmapman-ekocUcemMu, aymcopcuHeobux
i 3mMiuanux modesetl 0ifAbHOCHI, AKi 3aDe3nedyioms eHyuKicmy, iHHOBaYiTIHICMY 1 30amHicmb WBUOKO peazyBamu HA 3MIHU 2100A41bHO020 PUHKY.

Oxpemo poseaanymo numanHs 00MpPUMAHHA MIKHAPOOHUX cMAHOapMiB pe2yamopHo20 KoMnAaeHcY Y cpepi inghopmayitinoi besnexu
Ak Baxauboeo uunHuKa opmybanus koHkypeHmHux nepebae na cimobomy yugpobomy punky. Vsaeassrero 00c6io yrpaincokux IT-komnanii
144000 BnpoBadxens MixHapoOHux Gumoe i cmandapmib saxucmy oanux ma kibepbesnexu, soxkpema GDPR, ISO/IEC 27001, PCI DSS, SOC 2
ma inuwux. OOIpyHmMoBano, wo KOMNAAEHC Y cpepi iHGpopmayininoi Besnexu cai0 posesadamu He Auude AK THCHPYMEHI OPMAIbHO0
00MpUMaHHA HOPM, a4 AK cmpameeiunuil eteMenm Ynpabainua, wo nidBuugye 006ipy MiXHAPOOHUX NapmHepib, 3HUKYE peeyAsamopHi ma
penymayiini pusuku 1 cnpuse dobeocmporxobomy cmaromy posbumxy IT-cexmopy Vipainu 6 ymobax Giinu ma nicaaboennoeo Gionobaenns.

Kawouobi caoba: IT-cekmop Yupainu, excnopm IT-noctye, kadpoBuii pesepb, IT-komnanii, aymcopcute, 6iticekoba aepecis,
yugppobisayis, cmapman, IT-paxibuyi, komnaaenc y cepepi ingpopayiinoi besneku, Mixnapooui umoeu i cmanoapmu, po3podxa ingopmayitHux
cucmem, CaHkyitini 3axo0u.
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